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Introduction 
Distributed ledger technologies have the potential to revolutionize how businesses communicate 
and transact. At Cargill, we are leading the revolution with involvement in several open-source 
projects, including Hyperledger Sawtooth, Hyperledger Transact, and Splinter. This document 
outlines an example application, Gameroom, that uses technologies from each of these projects 
to demonstrate our vision of using smart contracts to enhance business and customer 
relationships. 
 
Privacy and confidentiality between trading partners are important capabilities for (almost) all 
multi-party interactions. These capabilities are especially critical in distributed applications. As a 
result, the technology stack behind Gameroom differs from a common "shared-everything" 
blockchain design; instead, it sculpts the underlying blockchain-like distributed ledger 
technology into a sophisticated architecture that shares data only between the appropriate 
participants. 
 
Parts of this walkthrough are written as a script, in several acts, for which we recommend a 
dramatic reading (as if performed on stage by very amateur actors). Each act is followed by a 
"behind the scenes" chapter that describes the complex underlying technology and explains 
what really happens when running the deceptively simple Gameroom application. A glossary at 
the end defines the terms used by Splinter and the Gameroom application. 
 
Note: This document is based on Splinter version 0.3.4. As Splinter matures, some details may 
change (such as the exact format of messages). 
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The Cast 
 
 
Alice, an employee at Acme Corporation 
 
Bob, a project leader at Bubba Bakery 
 
Yoda, a VP at Yoyodyne Systems 
 
Zixi, head of IT at Zymogen Industries 
 
 
 
 
 

The Setting 
Two Splinter nodes are set up, one at Acme Corporation and one at Bubba Bakery. Alice and 
Bob have each registered as a Gameroom user with an email address, a private key, and a 
password. The Prequel explains the details of node setup and user registration. 
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Prologue: An Initial Conversation 
 

ALICE, sitting in an office chair at a desk. MACBOOK PRO. Aging 

desk PHONE. Alice picks up the receiver. Dials a phone number. 

 

ALICE 

 

Hi Bob. 

 

Long pause. Alice rolls her eyes. 

 

ALICE 

 

Anyway, we need to get moving on setup -- yeah -- 

sure, it is a bit silly, but we need to prove how our 

companies can use this new technology. We'll use the 

gameroom to play a few games of --  

 

Another pause. Alice sighs. 

 

ALICE 

 

Yes, we have to show that we can create a private and 

secure connection between our two companies. 

 

How about I send you -- right, I'll create the 

gameroom and you'll see my invitation in your app. 

 

Alice logs into her Mac. Starts up the BROWSER and clicks on 

the ACME GAMEROOM bookmark. Browser displays a network error. 

 

ALICE 

 

One second; I got this Mac from IT but it doesnôt 

have access to the corporate network -- yeah, I know. 

 

Actually, just let me know if you don't get my 

invitation in a few minutes -- Fine. OK, bye. 

 

Alice hangs up the phone. 

 

Alice pushes the Macbook aside. Reaches into her bag and heaves 

out a Windows notebook. It looks old. Alice opens it up. Logs 

in. Starts up the BROWSER and clicks on the ACME GAMEROOM 

bookmark. The app starts to load.  
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з-6. Behind Scene 6: Alice sees that Bob accepted her invitation 
Most of the steps this scene are similar to the Bubba Bakery steps described earlier. However, 
one activity is unique — because the Acme node (Alice's node) requested the new circuit, it is 
responsible for submitting the XO smart contract that will allow Alice and Bob to play tic tac toe 
in the new gameroom. 

з-6.1. Acme admin service receives CircuitProposalVote from Bubba 
Bakery admin service 
When the Acme Splinter node receives the #aj[mal-Yf_]e]fl0YqdgY\ network message 
containing the Bubba Bakery #aj[mal0jghgkYd6gl] (sent in section з-5.4), it "unwraps" the 
message with a series of dispatchers. See section з-2.5.3 for the details of this process. 
 
As described in section з-5.4, step 3, both nodes use consensus to agree on the circuit 
proposal, After they agree, the Acme node commits the #aj[mal0jghgkYd. 

з-6.2 Acme admin service checks for approval and creates circuit 
When the #aj[mal0jghgkYd is committed, the Acme admin service checks that the Bubba 
Bakery node has voted "yes" (see section з-5.3), then creates the circuit (adds the new circuit 
to Splinter state). For the details of this process, see section з-5.5. 

з-6.3. Acme admin service notifies Acme Gameroom daemon of new 
circuit 
Once the circuit has been created, the Acme admin service tells the Acme application 
authorization handler that the circuit has been accepted. When the application authorization 
handler receives this message, it updates the database to change the status of the proposal, 
gameroom, members and services from “Pending” to “Accepted”.  See section з-5.6 for the 
details of this process. 

з-6.4. Acme admin service tells Bubba Bakery that it is ready to create 
services 
The Acme node notifies the Bubba Bakery node that it is ready to initialize the Acme scabbard 
service by sending an an !\eaf-]kkY_] with the message type -%-"%2ë2%!$9 and a "member 
ready" message that contains the circuit ID and Acme's Splinter node ID. 
 
The Acme node waits for all members to report a "member ready" message before proceeding. 
For the details, see section з-5.7. 
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з-6.5. Acme admin service creates scabbard service via service 
orchestration 
After the Acme node learns that all members are ready to create services, the Acme admin 
service makes a call to the service orchestrator to initialize the scabbard service for the new 
gameroom. See section з-5.8 for the details of this process. 

з-6.6. Acme Gameroom daemon submits Sabre transactions to add XO 
smart contract 
The Acme Gameroom daemon submits the XO smart contract by using the scabbard REST API 
that is exposed by the Splinter daemon, khdafl]j\. 
 
1. When the Acme Gameroom daemon’s application authorization handler receives the 

#aj[mal2]Y\q notification from the admin service, it subscribes to scabbard and starts 
listening for scabbard events. See Appendix C for the registration (event subscription) 
process. 

 
'%4 Ē[aj[malëa\ē×Ēk]jna[]ëa\ē×ok×kmZk[jaZ] 

 
2. After a connection has been established, the application authorization handler prepares the 

XO (tic tac toe) business logic by submitting the XO smart contract to the Acme scabbard 
service. 

 
The Acme gameroom daemon gets the following information from the #aj[mal0jghgkYd 
that was just accepted (as described in section з-5.9): 
● [aj[malëa\: unique ID of the new circuit that includes a version 4 UUID, such as 

_Ye]jggeÆÆY[e]Èfg\]ÈùùùÆÆZmZZYÈfg\]ÈùùùÆÆĒ55)$nýē 
● k]jna[]ëa\: ID of the scabbard service that is running on the local Splinter node; for 

example: _Ye]jggeëY[e]Èfg\]Èùùù 
● k[YZZYj\ëY\eafëc]qk: scabbard admin keys that are stored in the circuit proposal’s 

application metadata 
 

The scabbard admin keys in Gameroom’s application metadata specify who is allowed to 
add or modify smart contracts. When the circuit is initially defined (see section з-2.3), the 
Gameroom daemon that creates the circuit definition (in this case, Acme's _Ye]jgge\) 
specifies its own public key as the scabbard admin. Since the Acme Gameroom daemon 
has the only key that’s authorized to add smart contracts, it is responsible for adding the XO 
smart contract. 

 
3. To add the XO smart contract, the Acme Gameroom daemon creates a series of 

transactions to set the permissions surrounding the smart contract and to submit the smart 
contract itself. For more information, see the Sawtooth Sabre documentation. 
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4. The Acme Gameroom daemon bundles these transactions into a batch, serializes the batch, 

and submits the serialized batch to the scabbard service on its local Splinter node: 
 

0/34 ×k[YZZYj\×Ē[aj[malëa\ē×Ēk]jna[]ëa\ē×ZYl[`]k 

Ēk]jaYdar]\ ZYl[`ē 
 

For more information about batches, see "Transactions and Batches" in the Sawtooth 
Architecture documentation. 

 
5. When the Acme scabbard service receives this batch, it must agree with the Bubba Bakery 

scabbard service to submit the smart contract. The Acme scabbard service performs the 
following steps: 

a. Deserializes the batch 

b. Shares the batch with the other scabbard services in the circuit (in this case, the Bubba 
Bakery scabbard service) 

c. Creates a consensus proposal to send to the scabbard services of the other nodes (in 
this case, Bubba Bakery's scabbard service) to agree on the batch 

d. Waits for consensus to agree on the batch, then commits it to scabbard state. For 
information on consensus, see Appendix B. 

 
After the scabbard services on both nodes have committed the smart contract, the Acme 
Splinter node is done setting up the gameroom. 

з-6.7. Both Gameroom daemons update gameroom status in database 
The application authorization handler listens for scabbard events using its state delta processor, 
8g3lYl]$]dlY0jg[]kkgj. When the state delta processor receives an event with the address 
of the uploaded XO contract it then sets the status of the gameroom to “[aj[malëY[lan]” 

 
3lYl]#`Yf_]%n]fl [gflYafaf_ [gflY[l Y\\j]kk 

á 

  Ïlqh]ÐÆ Ï3]lÐÄ 

  Ïe]kkY_]ÐÆ á 

    Ïc]qÐÆ ÏĒpgë[gfljY[lëY\\j]kkēÐ 

    ÏnYdm]Ð ßÇÇà 

  â 

â 
 
At this point, the state delta processor will begin listening for XO game state changes (defined in 
Appendix D). 
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з-6.8. Acme Gameroom daemon notifies Acme UI 
After the state delta processor sets the status of the gameroom to “[aj[malëY[lan]”, the Acme 
Gameroom application authorization handler adds a new entry to the _Ye]jggeëfgla^a[Ylagf 
table: 
 

a\ fgla^a[Ylagfëlqh] j]im]kl]j j]im]kl]jëfg\]ëa\ 

ĒYmlg _]f]jYl]\ a\ē [aj[malëY[lan] Ē!da[]Îk hmZda[ c]qē Y[e]Èfg\]Èùùù 

 

lYj_]l [j]Yl]\ëlae] j]Y\ 

_Ye]jggeÆÆY[e]Èfg\]ÈùùùÆÆZmZZYÈfg\]ÈùùùÆÆĒ55)$nýē Ēlae] ]fljq oYk [j]Yl]\ē ^Ydk] 

 
This notification is pushed to the Acme UI in the same way as the “_Ye]jggeëhjghgkYd” 
notification. (See section з-2.9.) 
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з-6.9. Alice sees notification that new gameroom is ready 
After the notification is pushed to the Acme UI, Alice sees a new notification. The new 
gameroom also appears on the dashboard menu. 
 

 
 
When Alice clicks on the notification, she sees the details page for the new gameroom. (See 
Behind Scene 4, Bob Checks his Notifications.) 
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Act и: Alice and Bob Play XO 

Scene 1: Alice creates a new XO game 

 

Alice returns from lunch and unlocks her computer. The GAMEROOM TAB is still 

displayed. 

 

 

 

Alice wants to play an XO game. She clicks New Game. Alice sees the NEW GAME 

DIALOG. 

 

 

 

 

 

 

Alice enters ñalice_vs_bobò as the game name. She clicks the SEND BUTTON. 
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The Gameroom application starts creating the game. Alice sees a new 

"alice_vs_bob" entry with a SPINNER and the message "CREATING GAME". 

 

 

 

A short period of time passes. When the game has been fully created, Alice sees 

a blank game board and the message "JOIN GAME". 
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Scene 2: Alice makes the first move 
 
Alice clicks JOIN GAME on the newly created game. The "alice_vs_bob" 

game board appears. 

 

 

 

Alice stretches her hands and rubs her neck, preparing for her first 

move. 

 

She clicks the center spot on the board. 

 

While the Gameroom application processes her move, Alice sees a 

spinner in the center spot. 
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Time passes. The spinner disappears and an X appears in its place. 

Alice's first move has been accepted. 

 

 

 

Now she must wait for Bobôs first move. 

 

Scene 3: Bob takes a turn 
 
Eventually, Bob sees a RED NUMBER 1 on his bell icon, which means 

that he has a notification. 
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